General Data Protection Regulation

Gartner

Here's what the analysts say:

Gartner’s Top Trends for Privacy through 2024 emerge from a collision
between the increased use of personal data and the accelerated
evolution of data protection regulation. The subsequent shockwave has
pushed regulatory expansion, both in terms of depth and geography, on a
continuous basis since the General Data Protection Regulation (GDPR)
came into effect in May 2018.

The trends in this research focus on organizational challenges in
protecting personal data and meeting regulatory requirements for data
handling, as well as the reasonable privacy expectations of data subjects.
The pandemic response has given life to hybrid everything and
accelerated the transition of business processes to the cloud.
Concurrently, regulatory expansion in privacy has reached China and
India and is diligently making its way through the U.S., state by state...

By Nader Henein, Bart Willemsen, Bernard Woo — Source

Data443's position on GDPR capabilities

Data443’s Data Identification Manager is tailored to address the challenges
posed by GDPR and the evolving privacy landscape. This tool focuses on the
protection of personal data and compliance with regulatory requirements,
ensuring organizations meet both the letter and spirit of GDPR. It offers
robust capabilities for identifying, classifying, and managing personal data,
which are crucial for responding to data subject requests and maintaining
privacy standards.

Data Identification Manager is particularly effective in cloud-based and hybrid
environments, a critical aspect in today’s accelerated digital transformation.
Its comprehensive approach to data governance, including the management
of diverse data types across various platforms, aligns with the need for
adaptable solutions in a globally expanding regulatory environment. This
makes it a valuable asset for organizations seeking to navigate the
complexities of GDPR compliance while upholding high standards of data
privacy and protection.

Security Dashboard,
Reporting Portal

Oice Adein (DI WS

Endpoint Security Platform

==X Settings, Admi
— 3 Imin Control
QRest o Rt Policy & Job  Ppanel & Reporting
(End Point) E (Server Based) Distributer
- SIEM: Splunk, Arcsight, Defender
Data C-IR- .
Query,  pndPoint  TSM - ServiceNow
Monitor,
SMB/CIFS Job Input  Massaging  IR/Inventory
Stack
SMTP
Share  Cloud Local USB PoSH Exits On Condition
NIES) ire Point Storage Mass Storage
Endpoint Tanium Carbon Black
|ati Recertification - Sailpoint, Aveksa
o semia ! : Restful JAM IAG - IBM, Quest, Oracle
—xn Gl API
— Structured DLP, Email Gateways, CASB, Perimeter
—— DB Sources
- — Governance - Archer, etc.

Endpoint Security - Carbon Black,
Defender, Tanium

Main Campus Data443

4000 Sancar Way, Suite 400
Research Triangle, NC 27709

Website: www.data443.com
Email: info@data443.com

Features and Modules

The features of Data Identification Manager™ are:

Dynamic Data Classification:

Real-time categorization of data based on changing attributes or
characteristics.

Trainable ML Libraries:

Machine learning libraries that adapt and learn from data patterns
for improved classification and analysis.

Data Migration:

Transfer of data between different systems or storage
environments.

Data Loss Prevention:

Measures to prevent unauthorized access, use, or transmission of
sensitive data.

Email Archiving:

Efficiently manage archiving for virtually any volume of email from a
wide variety of datasets, including Microsoft OneDrive and
SharePoint, and Google Workspace.

Comprehensive Data Archiving:

Thorough and inclusive storage of various data types.

Scalability:

Accommodate growing data volumes and changing business needs
like M&A, and growing number of legacy platforms.

Centralized Management:

Unified control and administration of data identification and
management processes.

Audit Trails and Reporting:

Access audit trails and reporting functionality to track and report on
data access and usage.

Cloud-deployed:

Deployment of the solution on cloud-based infrastructure for
accessibility and flexibility.

Defensible Disposition:

Secure and documented disposal or deletion of data in compliance
with regulations.

Enhanced Connectivity:

Improved integration and connections with diverse data sources or
systems.

Policy Enforcement:

Implementing and ensuring adherence to data handling policies and
regulations.

Redundancy Detection:

Identification and handling of duplicate or redundant data within the
system.

File Analysis:

Examination and understanding of the contents and attributes of
files for various purposes.

Risk Assessment:

Evaluation of potential threats or vulnerabilities related to data
handling or storage.
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Comparing GDPR Solutions

Data443 vs OneTrust

GAP Analysis
\J

Data443 Risk Mitigation Inc.

Security and Risk Management Company Overview
Scal.ablllt}l . e No OneTrust is a global provider of privacy
Audit Trails and Reporting Yes ves management software, offering tools aimed at
Liztelielalie ikt Yes g aiding enterprises in complying with data privacy
Policy Enforcement Yes Yes regulations like GDPR, CCPA, and LGPD. Its
Redundancy Detection Yes Yes platform focuses on risk identification, consent
Risk Assessment Yes Yes management, assessment execution, and process
API Integration Yes Yes automation, targeting compliance with evolving
Incident Management Yes Yes data privacy regulations.
Automated Intelligence No Yes
Continuous Data Monitoring No No
Access Management Yes Yes Integrations
Streamlined IT Security Audits No No The integrations of OneTrust's Trust
Change and Access Reports Yes No Intelligence Platform are:
Threat Pattern Alerts Yes Yes ) CRM Integrations
Automated Risk Remediation Vs Yes ol ks
Security Posture Gaps No No el Integratlops
Access Monitoring Yes No > ITSM Integrations )
) HR Systems Integrations
Threat Remediation Yes Yes ) ERP Integrations
Password Security Yes Yes 5 ALTR
IT Resource Optimization Yes No ) Amazon API Gateway
Alerts on Critical Changes Yes No ) Amazon Athena
File Integrity Monitoring Yes No J Amazon Dynamo DB
Security Incident Response No No  PEEN D
Ransomware Response Yes No 2 U RedSh'ﬂ
) ) ) Apache Hive
Insider Threat Detection Yes Yes ) Apigee
Log Management No No ) AuthO
Active Directory Change Auditing No No ) BitSight
Incident Detection Yes No ) BMC and many more
Incident Response Yes No
Threat Hunting No No
Security Orchestration, Automation, and Response No No Supported Systems
SIEM .(Secunty Informatlf)n and Event Management) No No AT TR e
eslhiins Erart Do gilon No g modules can be accessed through web-based
User Activity Monitoring Yes Yes applications and interfaces such as:
) Google Chrome
Cloud and IT Infrastructure ) Mozilla Firefox
) Safari
Cloud-deployed Yes Yes ) Others
Centralized Management Yes No
Enhanced Connectivity Yes No
Automated Sharepoint Provisioning Yes Yes
Multi-Tenant Management No No
Cloud App Discovery Yes No
Cloud Protection Yes Yes
Integration Capabilities Yes Yes
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DATA443

Data443 Risk Mitigation Inc. OneTrust

GAP Analysis
=

Data Management and Protection

Dynamic Data Classification Yes Yes
Trainable ML Libraries Yes No
Data Migration Yes No
Data Loss Prevention Yes Yes
Email Archiving Yes No
Comprehensive Data Archiving/Mapping Yes Yes
Data Minimization No Yes
Data Retention & Deletion No Yes
Data Subject Requests (DSAR) Yes Yes
PIA and DPIA Automation Yes Yes
ROT Data Detection No No
Sensitive Data Discovery Yes Yes
File Analysis Yes No
Sensitive Data Protection Yes Yes

Compliance and Legal Requirements

Compliance Reporting Yes Yes
Cookie Consent Yes Yes
Privacy Intelligence Yes No
Product Privacy Page Yes No
One-click Reporting Yes No
Email Security Yes No
Dynamic data masking Yes No

Monitoring and Reporting

Inclusive Global Search Yes No
Risk Assessment Yes No
Advanced Search Yes No
Filtering Yes Yes
Human-Readable Reports Yes Yes
File Copy Auditing Yes Yes
Workstation Monitoring Yes Yes
ROT Analysis Yes Yes
Permissions Analyzer Yes Yes

Pricing and Commercial Models

Free Trial Yes Yes
Quotation Based No Yes
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Comparing GDPR Solutions

Data443 vs WireWheel

GAP Analysis
\J

Data443 Risk Mitigation Inc. m

Security and Risk Management Company Overview
Scal.ablllt}l . e ves WireWheel is a software company that offers data
AL Yes No privacy and protection as-a-service to businesses.
Defensible Disposition Yes No WireWheel provides a cloud-based solution to
Policy Enforcement Yes Yes assist global corporations in becoming GDPR-
Redundancy Detection Yes No ready and operationalizing privacy in enterprises,
Risk Assessment Yes Yes including significant financial institutions, telcos,
API Integration Yes Yes and consumer-facing brands.
Incident Management Yes Yes
Automated Intelligence No No
Continuous Data Monitoring No Yes
Access Management Yes Yes Integrations
Streamlined IT Security Audits No No The integrations of WireWheel's Privacy
Change and Access Reports Yes No Management Platform are:
Threat Pattern Alerts Yes Yes ) HubSpot
Automated Risk Remediation Yes Yes ) ApacheKafka
Security Posture Gaps No No ) MlETE SRl
- ) OutSystems

Access Monitoring Yes No 3 Zoho CRM
Threat Remediation Yes Yes Y Zoho Invoice
Password Security Yes Yes Y Facebook
IT Resource Optimization Yes No ) Amazon S3
Alerts on Critical Changes Yes No ) AWS Lambda
File Integrity Monitoring Yes No 2 Amazon Cognito
Security Incident Response No No ) Asana
Ransomware Response Yes No ; g?i)ékFTP
Insider Threat Detection Yes Yes > Chargify 1
Log Management No No ) eTapestry
Active Directory Change Auditing No No ) Eventbrite and many more
Incident Detection Yes No
Incident Response Yes No
Threat Hunting No No
Security Orchestration, Automation, and Response No No Supported Systems
SIEM .(Secunty Informatlf)n and Event Management) No No e N B A R
eslhiins Erart Do gilon No O applications support some of the operating
User Activity Monitoring Yes Yes systems such as:

> Windows
Cloud and IT Infrastructure - mEess

) Linux
Cloud-deployed Yes Yes > Others
Centralized Management Yes No
Enhanced Connectivity Yes No
Automated Sharepoint Provisioning Yes Yes
Multi-Tenant Management No No
Cloud App Discovery Yes No
Cloud Protection Yes Yes
Integration Capabilities Yes Yes
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DATA443

Data443 Risk Mitigation Inc. WireWheel

GAP Analysis
=

Data Management and Protection

Dynamic Data Classification Yes Yes
Trainable ML Libraries Yes No
Data Migration Yes Yes
Data Loss Prevention Yes No
Email Archiving Yes No
Comprehensive Data Archiving/Mapping Yes Yes
Data Minimization No No
Data Retention & Deletion No No
Data Subject Requests (DSAR) Yes Yes
PIA and DPIA Automation Yes No
ROT Data Detection No No
Sensitive Data Discovery Yes Yes
File Analysis Yes No
Sensitive Data Protection Yes Yes

Compliance and Legal Requirements

Compliance Reporting Yes Yes
Cookie Consent Yes No
Privacy Intelligence Yes Yes
Product Privacy Page Yes Yes
One-click Reporting Yes Yes
Email Security Yes No
Dynamic data masking Yes No

Monitoring and Reporting

Inclusive Global Search Yes No
Risk Assessment Yes No
Advanced Search Yes No
Filtering Yes Yes
Human-Readable Reports Yes Yes
File Copy Auditing Yes Yes
Workstation Monitoring Yes Yes
ROT Analysis Yes Yes
Permissions Analyzer Yes Yes

Pricing and Commercial Models

Free Trial Yes No
Quotation Based No Yes
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Comparing GDPR Solutions

Data443 vs SolarWinds

GAP Analysis
\J

Data443 Risk Mitigation Inc. m

Security and Risk Management Company Overview
Scal.ablllt}l ) Yes No SolarWinds Corp is an information technology (IT)
AUl ST REperi i Yes Yes and management software company. The firm
Defensible Disposition Yes No provides full-stack observability solutions. The
Policy Enforcement Yes No company's products enable technology
Redundancy Detection Yes Yes professionals and leaders to securely monitor and
Risk Assessment Yes Yes control the performance of their IT environments,
API Integration Yes Yes whether on-premises, in the cloud, or in hybrid
Incident Management Yes No deployments.
Automated Intelligence No No
Continuous Data Monitoring No Yes
Access Management Yes Yes Integrations
Streamlined IT Security Audits No Yes The integrations of SolarWind's Access Rights
Change and Access Reports Yes No Manager are:
Threat Pattern Alerts Yes Yes ) Active Directory
Automated Risk Remediation Yes Yes ) File servers
Security Posture Gaps No No > Share.Pomt
o > Auditing Exchange

Access Monitoring Yes No 3 OneDrive
Threat Remediation Yes Yes
Password Security Yes Yes
IT Resource Optimization Yes No
Alerts on Critical Changes Yes No SuPported SYStems
File Integrity Monitoring Yes No SolarWind's Access Rights Manager supports:
Security Incident Response No No > Windows Operating Systems
Ransomware Response Yes No ) STETE R Or?lme

. . ) Exchange Online
Insider Threat Detection Yes Yes 3 Windows Server
Log Management No No ) Microsoft SQL Server
Active Directory Change Auditing No No > Web Browsers
Incident Detection Yes No
Incident Response Yes No
Threat Hunting No No
Security Orchestration, Automation, and Response No No
SIEM (Security Information and Event Management) No No
Real-time Event Correlation No No
User Activity Monitoring Yes Yes
Cloud and IT Infrastructure
Cloud-deployed Yes Yes
Centralized Management Yes Yes
Enhanced Connectivity Yes No
Automated Sharepoint Provisioning Yes Yes
Multi-Tenant Management No No
Cloud App Discovery Yes No
Cloud Protection Yes Yes
Integration Capabilities Yes Yes
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DATA443

Data443 Risk Mitigation Inc. SolarWinds

GAP Analysis
=

Data Management and Protection

Dynamic Data Classification Yes Yes
Trainable ML Libraries Yes No
Data Migration Yes Yes
Data Loss Prevention Yes Yes
Email Archiving Yes No
Comprehensive Data Archiving/Mapping Yes Yes
Data Minimization No No
Data Retention & Deletion No No
Data Subject Requests (DSAR) Yes No
PIA and DPIA Automation Yes No
ROT Data Detection No No
Sensitive Data Discovery Yes Yes
File Analysis Yes No
Sensitive Data Protection Yes Yes

Compliance and Legal Requirements

Compliance Reporting Yes Yes
Cookie Consent Yes No
Privacy Intelligence Yes No
Product Privacy Page Yes No
One-click Reporting Yes No
Email Security Yes Yes
Dynamic data masking Yes No

Monitoring and Reporting

Inclusive Global Search Yes No
Risk Assessment Yes No
Advanced Search Yes No
Filtering Yes Yes
Human-Readable Reports Yes Yes
File Copy Auditing Yes Yes
Workstation Monitoring Yes Yes
ROT Analysis Yes Yes
Permissions Analyzer Yes Yes

Pricing and Commercial Models

Free Trial Yes Yes
Quotation Based No Yes
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Comparing GDPR Solutions

Data443 vs BigID

GAP Analysis
\J

Data443 Risk Mitigation Inc. BigID

Security and Risk Management Company Overview

Scal.ablllt}l . Yes ves BigID is a data security, privacy, compliance, and

AUl ST REperi i Yes No governance leader, enabling enterprises to

Defensible Disposition Yes No proactively discover, manage, secure, and extract

Policy Enforcement Yes Yes more value from their data in a single platform for

Redundancy Detection Yes Yes data visibility and management. Customers rely

Risk Assessment Yes Yes on BigID to decrease data risk, automate security

API Integration Yes Yes and privacy controls, accomplish compliance, and

Incident Management Yes Yes better un'derstand their data across their whole

Automated Intelligence No Yes CERICIMITETIIE

Continuous Data Monitoring No No

Access Management Yes Yes Integrations

Streamlined IT Security Audits No No The integrations of BigID Data Intelligence

Change and Access Reports Yes No Platform are:

Threat Pattern Alerts Yes Yes ) Amazon Web Services (AWS)

Automated Risk Remediation Yes Yes > IBM Security

Security Posture Gaps No No ; \I\A/Ililfrosoft

Access Monitoring Yes No 3 SalesForce

Threat Remediation Yes Yes ) SAP

Password Security Yes Yes ) Tableau

IT Resource Optimization Yes No ) Tanium

Alerts on Critical Changes Yes No > Google Cloud

File Integrity Monitoring Yes No J RSA

Security Incident Response No No - e

Ransomware Response Yes No ; _Is_ﬁgldeastus

Insider Threat Detection Yes Yes S Box

Log Management No No Y DataBricks

Active Directory Change Auditing No No ) Netskope

Incident Detection Yes No ) RiskQ and many more

Incident Response Yes No

Threat Hunting No No

Security Orchestration, Automation, and Response No No supported SYStemS

SIEM (Security Information and Event Management) No No BigID Data Intelligence Platform Supports:

RealtimelEventiGorrelation No No > Cloud De.ployment: Google C.Ioud, AWS, Azure.

User Activity Monftoring Ves Yes b} gn—Premlses Deployment: Windows, VSAM,
thers.

Cloud and IT Infrastructure

Cloud-deployed Yes Yes

Centralized Management Yes No

Enhanced Connectivity Yes No

Automated Sharepoint Provisioning Yes No

Multi-Tenant Management No No

Cloud App Discovery Yes No

Cloud Protection Yes Yes

Integration Capabilities Yes Yes
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DATA443

Data443 Risk Mitigation Inc. BigIlD

GAP Analysis
=

Data Management and Protection

Dynamic Data Classification Yes Yes
Trainable ML Libraries Yes Yes
Data Migration Yes Yes
Data Loss Prevention Yes Yes
Email Archiving Yes No

Comprehensive Data Archiving/Mapping Yes Yes
Data Minimization No Yes
Data Retention & Deletion No Yes
Data Subject Requests (DSAR) Yes Yes
PIA and DPIA Automation Yes Yes
ROT Data Detection No No

Sensitive Data Discovery Yes Yes
File Analysis Yes Yes
Sensitive Data Protection Yes Yes

Compliance and Legal Requirements

Compliance Reporting Yes Yes
Cookie Consent Yes Yes
Privacy Intelligence Yes No
Product Privacy Page Yes No
One-click Reporting Yes No
Email Security Yes No
Dynamic data masking Yes Yes

Monitoring and Reporting

Inclusive Global Search Yes No
Risk Assessment Yes No
Advanced Search Yes No
Filtering Yes Yes
Human-Readable Reports Yes Yes
File Copy Auditing Yes Yes
Workstation Monitoring Yes Yes
ROT Analysis Yes Yes
Permissions Analyzer Yes Yes

Pricing and Commercial Models

Free Trial Yes Yes
Quotation Based No Yes
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Comparing GDPR Solutions

Data443 vs ManageEngine

GAP Analysis
\J

Data443 Risk Mitigation Inc. ManageEngine

Security and Risk Management Company Overview
Scal.ablllt}l ) M No ManageEngine offers the industry's most
Audit Trails and Reporting Yes ves comprehensive portfolio of IT management tools.
Liztelelalie ikt Yes g ManageEngine is Zoho Corporation's enterprise IT
Policy Enforcement Yes Yes management subsidiary. The firm provides over
Redundancy Detection Yes No 60 enterprise IT management products and over
Risk Assessment Yes No 60 free tools for identity and access management,
API Integration Yes No enterprise service management, unified endpoint
Incident Management Yes No management and sgcu'rity, IT oPerations
Automated Intelligence . No management, security |nformat|op and event
) o management, advanced IT analytics, and low-
Continuous Data Monitoring No Yes code app development.
Access Management Yes Yes
Streamlined IT Security Audits No No
Change and Access Reports Yes No .
Threat Pattern Alerts Yes Yes Integratlons
Automated Risk Remediation Yes Yes The integrations of the products of
Security Posture Gaps No No ManageEngine are:
Access Monitoring Yes Yes ’ Serv!ceDesk g
Threat Remediation Yes Yes ’ ServiceNow
) Zendesk
e Sy Yes e ) ServiceDesk Plus Cloud
IT Resource Optimization Yes No ) Jira
Alerts on Critical Changes Yes No ) Freshservice
File Integrity Monitoring Yes Yes ) ADSelfService Plus
Security Incident Response No Yes ? PAM360
Ransomware Response Yes Yes 7 Syslog
Insider Threat Detection Yes Yes - Spluk
Log Management No Yes ; Pow{er Bl
Rapid7
Active Directory Change Auditing No Yes
Incident Detection Yes Yes
Incident Response Yes Yes
Threat Hunting No Yes Supported SVStems
Security Orchestration, Automation, and Response No Yes ManageEngine's products supports:
SIEM (Security Information and Event Management) No Yes ) W?ndows File Server 2003 and above
Real-time Event Correlation No Yes 8 Wlndows XxP
. - ) Linux 4. Mac
User Activity Monitoring Yes Yes
Cloud and IT Infrastructure
Cloud-deployed Yes No
Centralized Management Yes Yes
Enhanced Connectivity Yes No
Automated Sharepoint Provisioning Yes No
Multi-Tenant Management No No
Cloud App Discovery Yes Yes
Cloud Protection Yes Yes
Integration Capabilities Yes Yes
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DATA443

Data443 Risk Mitigation Inc. ManageEngine

GAP Analysis
=

Data Management and Protection

Dynamic Data Classification Yes Yes
Trainable ML Libraries Yes No
Data Migration Yes No
Data Loss Prevention Yes Yes
Email Archiving Yes No
Comprehensive Data Archiving/Mapping Yes No
Data Minimization No No
Data Retention & Deletion No No
Data Subject Requests (DSAR) Yes No
PIA and DPIA Automation Yes No
ROT Data Detection No No
Sensitive Data Discovery Yes Yes
File Analysis Yes Yes
Sensitive Data Protection Yes Yes

Compliance and Legal Requirements

Compliance Reporting Yes Yes
Cookie Consent Yes No
Privacy Intelligence Yes No
Product Privacy Page Yes No
One-click Reporting Yes Yes
Email Security Yes Yes
Dynamic data masking Yes No

Monitoring and Reporting

Inclusive Global Search Yes No
Risk Assessment Yes No
Advanced Search Yes No
Filtering Yes Yes
Human-Readable Reports Yes Yes
File Copy Auditing Yes Yes
Workstation Monitoring Yes Yes
ROT Analysis Yes Yes
Permissions Analyzer Yes Yes

Pricing and Commercial Models

Free Trial Yes Yes
Quotation Based No Yes
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Comparing GDPR Solutions
Data443 vs Varonis

GAP Analysis
\J

Data443 Risk Mitigation Inc.

Security and Risk Management o
Y g Company Overview
Scalabilit: No
Audit T }; d Reporti Yes v Varonis is a data security and analytics pioneer,
udit Trafls and Reporting Yes es waging a different conflict than traditional
Defensnble Disposition Yes Yes cybersecurity firms. Varonis focuses on enterprise
Policy Enforcement Yes Yes data protection, including sensitive files and
Redundancy Detection Yes Yes emails, confidential customer, medical, and
Risk Assessment Yes Yes employee information, financial records, strategy
API Integration Yes Yes and product plans, and other intellectual property.
Incident Management Yes Yes
. Further major use cases addressed by Varonis
Automated Intelligence No Yes . )
. o products include data protection, data
Continuous Data Monitoring No Yes - ;
governance, Zero Trust, compliance, data privacy,
Access Management Yes Yes classification, and threat detection and response.
Streamlined IT Security Audits No No
Change and Access Reports Yes No
Threat Pattern Alerts Yes .
; - ves Integrations
Automated Risk Remediation Yes Yes . . . .
Security Posture Gaps No No The integrations of Varonis Data Security
o Platform are:
Access Monitoring Yes No | B
Threat Remediation Yes Yes 3 GitHub
Password Security Yes Yes ) Google Workspace
IT Resource Optimization Yes No ) Exchange
Alerts on Critical Changes Yes No ) Centrify
File Integrity Monitoring Yes No ) Cohesity
Security Incident Response No No > 1BM
Ransomware Response Yes No ) L
Insider Threat Detection Yes el
Yes ) Amazon Aurora
Log Management No No 3y MariaDB
Active Directory Change Auditing No No > MySQL
Incident Detection Yes No ) Oracle
Incident Response Yes No ) PostgreSQL
Threat Hunting No No ) Microsoft 365
Security Orchestration, Automation, and Response No No 7 Dell'and many more
SIEM (Security Information and Event Management) No No
Real-time Event Correlation No No
User Activity Monitoring Yes Yes Supported Systems
ManageEngine's products supports:

Cloud and IT Infrastructure > Windows File Server 2003 and above

> Windows XP
Cloud-deployed Yes Yes > Linux 4. Mac
Centralized Management Yes No
Enhanced Connectivity Yes No
Automated Sharepoint Provisioning Yes No
Multi-Tenant Management No No
Cloud App Discovery Yes No
Cloud Protection Yes Yes
Integration Capabilities Yes Yes
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DATA443

Data443 Risk Mitigation Inc. Varonis

GAP Analysis
=

Data Management and Protection

Dynamic Data Classification Yes Yes
Trainable ML Libraries Yes No
Data Migration Yes Yes
Data Loss Prevention Yes Yes
Email Archiving Yes Yes
Comprehensive Data Archiving/Mapping Yes Yes
Data Minimization No No
Data Retention & Deletion No Yes
Data Subject Requests (DSAR) Yes Yes
PIA and DPIA Automation Yes No
ROT Data Detection No No
Sensitive Data Discovery Yes Yes
File Analysis Yes No
Sensitive Data Protection Yes Yes

Compliance and Legal Requirements

Compliance Reporting Yes Yes
Cookie Consent Yes No
Privacy Intelligence Yes No
Product Privacy Page Yes No
One-click Reporting Yes No
Email Security Yes No
Dynamic data masking Yes No

Monitoring and Reporting

Inclusive Global Search Yes No
Risk Assessment Yes No
Advanced Search Yes No
Filtering Yes Yes
Human-Readable Reports Yes Yes
File Copy Auditing Yes Yes
Workstation Monitoring Yes Yes
ROT Analysis Yes Yes
Permissions Analyzer Yes Yes

Pricing and Commercial Models

Free Trial Yes Yes
Quotation Based No Yes
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Comparing GDPR Solutions

Data443 vs Netwrix

GAP Analysis
\J

Data443 Risk Mitigation Inc. m

Security and Risk Management Company Overview

Scalability Yes M . . .

Audit Trails and Reporting Ves Yes Netw.nx is a supreme provider of de?ta sgcurlty
) ) - No solutions. Its innovative products simplify the

Defensible Disposition Yes work of security professionals by identifying and

Policy Enforcement Yes No protecting sensitive data, reducing the risk of

Redundancy Detection Yes N breaches, and enabling effective detection,

Risk Assessment Yes No response, and recovery from attacks. Trusted by

API Integration Yes No over 13,000 organizations worldwide, Netwrix

Incident Management Yes No focuses on ephanf:ing sec.:urity and compliance

Automated Intelligence . No across data, identity, and infrastructure.

Continuous Data Monitoring No g

Access Management Yes s:s Integrations

Streamlined IT Security Audits No Yes The integrations of Netwrix's products are:

Change and Access Reports Yes v Cyberark

Threat Pattern Alerts Yes es 5 AWS

Automated Risk Remediation Yes e ) Connectiwise Manage

Security Posture Gaps No Yes ) Splunk

Access Monitoring Yes e ) Solarwinds

Threat Remediation Yes e ) Alien Vault

Password Security Yes Yes ) Intel Security

IT Resource Optimization Yes e ) Others

Alerts on Critical Changes Yes e

File Integrity Monitoring Vs Eo Supported Systems

Sy Inelleri ek No NZ Netwrix's products support the following

Ransomware Response Yes operating systems:

Insider Threat Detection Yes Yes 3 Windows

Log Management No g ) Linux

Active Directory Change Auditing No No 2 Unix

Incident Detection Yes g ’ Mac0s

Incident Response Yes g > Others

Threat Hunting No g

Security Orchestration, Automation, and Response No g

SIEM (Security Information and Event Management) No No

Real-time Event Correlation No g

User Activity Monitoring Yes e

Cloud and IT Infrastructure

Cloud-deployed Yes Yes

Centralized Management Yes No

Enhanced Connectivity Yes No

Automated Sharepoint Provisioning Yes No

Multi-Tenant Management No Yes

Cloud App Discovery Yes No

Cloud Protection Yes Yes

Integration Capabilities Yes Yes
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DATA443

Data443 Risk Mitigation Inc. Netwrix

GAP Analysis
=

Data Management and Protection

Dynamic Data Classification Yes Yes
Trainable ML Libraries Yes No
Data Migration Yes No
Data Loss Prevention Yes No
Email Archiving Yes Yes
Comprehensive Data Archiving/Mapping Yes No
Data Minimization No No
Data Retention & Deletion No No
Data Subject Requests (DSAR) Yes Yes
PIA and DPIA Automation Yes No
ROT Data Detection No Yes
Sensitive Data Discovery Yes Yes
File Analysis Yes No
Sensitive Data Protection Yes Yes

Compliance and Legal Requirements

Compliance Reporting Yes No
Cookie Consent Yes No
Privacy Intelligence Yes No
Product Privacy Page Yes No
One-click Reporting Yes No
Email Security Yes No
Dynamic data masking Yes No

Monitoring and Reporting

Inclusive Global Search Yes No

Risk Assessment Yes Yes
Advanced Search Yes Yes
Filtering Yes Yes
Human-Readable Reports Yes Yes
File Copy Auditing Yes Yes
Workstation Monitoring Yes Yes
ROT Analysis Yes Yes
Permissions Analyzer Yes Yes

Pricing and Commercial Models

Free Trial Yes Yes
Quotation Based No Yes
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Security and Risk Management

Scalability Yes No Yes No Yes No No No

Audit Trails and Reporting Yes Yes No Yes No Yes Yes Yes
Defensible Disposition Yes No No No No No Yes No

Policy Enforcement Yes Yes Yes No Yes Yes Yes No

Redundancy Detection Yes Yes No Yes Yes No Yes No

Risk Assessment Yes Yes Yes Yes Yes No Yes No

AP Integration Yes Yes Yes Yes Yes No Yes No

Incident Management Yes Yes Yes No Yes No Yes No

Automated Intelligence No Yes No No Yes No Yes No

Continuous Data Monitoring No No Yes Yes No Yes Yes No

Access Management Yes Yes Yes Yes Yes Yes Yes No

Streamlined IT Security Audits No No No Yes No No No Yes
Change and Access Reports Yes No No No No No No Yes
Threat Pattern Alerts Yes Yes Yes Yes Yes Yes Yes Yes
Automated Risk Remediation Yes Yes Yes Yes Yes Yes Yes Yes
Security Posture Gaps No No No No No No No Yes
Access Monitoring Yes No No No No Yes No Yes
Threat Remediation Yes Yes Yes Yes Yes Yes Yes Yes
Password Security Yes Yes Yes Yes Yes Yes Yes Yes
IT Resource Optimization Yes No No No No No No Yes
Alerts on Critical Changes Yes No No No No No No Yes
File Integrity Monitoring Yes No No No No Yes No No

Security Incident Response No No No No No Yes No No

Ransomware Response Yes No No No No Yes No No

Insider Threat Detection Yes Yes Yes Yes Yes Yes Yes Yes
Log Management No No No No No Yes No No

Active Directory Change Auditing No No No No No Yes No No

Incident Detection Yes No No No No Yes No No

Incident Response Yes No No No No Yes No No

Threat Hunting No No No No No Yes No No

Security Orchestration, Automation, and No No No No No Yes No No

Response (SOAR) No No No No No Yes No No

SIEM (Security Information and Event No No No No No Yes No No

Management) Yes Yes Yes Yes Yes Yes Yes Yes
Real-time Event Correlation

User Activity Monitoring

Cloud and IT Infrastructure

Cloud-deployed Yes Yes Yes Yes Yes No Yes Yes
Centralized Management Yes No No Yes No Yes No No
Enhanced Connectivity Yes No No No No No No No
Automated Sharepoint Yes Yes Yes Yes No No No No
Provisioning No No No No No No No Yes
Multi-Tenant Management Yes No No No No Yes No No
Cloud App Discovery Yes Yes Yes Yes Yes Yes Yes Yes
Cloud Protection Yes Yes Yes Yes Yes Yes Yes Yes

Integration Capabilities

Data Management and Protection

Dynamic Data Classification Yes Yes Yes Yes Yes Yes Yes Yes
Trainable ML Libraries Yes No No No Yes No No No
Data Migration Yes No Yes Yes Yes No Yes No
Data Loss Prevention Yes Yes No Yes Yes Yes Yes No
Email Archiving Yes No No No No No Yes Yes
Comprehensive Data Yes Yes Yes Yes Yes No Yes No
Archiving/Mapping No Yes No No Yes No No No
Data Minimization No Yes No No Yes No Yes No
Data Retention & Deletion Yes Yes Yes No Yes No Yes Yes
Data Subject Requests (DSAR) Yes Yes No No Yes No No No
PIA and DPIA Automation No No No No No No No Yes
ROT Data Detection Yes Yes Yes Yes Yes Yes Yes Yes
Sensitive Data Discovery Yes No No No Yes Yes No No
File Analysis Yes Yes Yes Yes Yes Yes Yes Yes

Sensitive Data Protection

Compliance and Legal Requirements

Compliance Reporting Yes Yes Yes Yes Yes Yes Yes No
Cookie Consent Yes Yes No No Yes No No No
Privacy Intelligence Yes No Yes No No No No No
Product Privacy Page Yes No Yes No No No No No
One-click Reporting Yes No Yes No No Yes No No
Email Security Yes No No Yes No Yes No No
Dynamic data masking Yes No No No Yes No No No

Monitoring and Reporting

Inclusive Global Search Yes No No No No No No No

Risk Assessment Yes No No No No No No Yes
Advanced Search Yes No No No No No No Yes
Filtering Yes Yes Yes Yes Yes Yes Yes Yes
Human-Readable Reports Yes Yes Yes Yes Yes Yes Yes Yes
File Copy Auditing Yes Yes Yes Yes Yes Yes Yes Yes
Workstation Monitoring Yes Yes Yes Yes Yes Yes Yes Yes
ROT Analysis Yes Yes Yes Yes Yes Yes Yes Yes
Permissions Analyzer Yes Yes Yes Yes Yes Yes Yes Yes

Pricing and Commercial Models
Free Trial Yes Yes No Yes Yes Yes Yes Yes
Quotation Based No Yes Yes Yes Yes Yes Yes Yes




